
Metasploit: The Penetration Tester's Guide
David Kennedy, Jim O'Gorman, Devon Kearns, Mati Aharoni

Click here if your download doesn"t start automatically

http://toolbook.site/go/read.php?id=159327288X
http://toolbook.site/go/read.php?id=159327288X
http://toolbook.site/go/read.php?id=159327288X


Metasploit: The Penetration Tester's Guide

David Kennedy, Jim O'Gorman, Devon Kearns, Mati Aharoni

Metasploit: The Penetration Tester's Guide David Kennedy, Jim O'Gorman, Devon Kearns, Mati Aharoni

"The best guide to the Metasploit Framework."—HD Moore, Founder of the Metasploit
Project

The Metasploit Framework makes discovering, exploiting, and sharing vulnerabilities quick and relatively
painless. But while Metasploit is used by security professionals everywhere, the tool can be hard to grasp for
first-time users. Metasploit: The Penetration Tester's Guide fills this gap by teaching you how to harness the
Framework and interact with the vibrant community of Metasploit contributors.

Once you've built your foundation for penetration testing, you'll learn the Framework's conventions,
interfaces, and module system as you launch simulated attacks. You'll move on to advanced penetration
testing techniques, including network reconnaissance and enumeration, client-side attacks, wireless attacks,
and targeted social-engineering attacks.

Learn how to:

Find and exploit unmaintained, misconfigured, and unpatched systems●

Perform reconnaissance and find valuable information about your target●

Bypass anti-virus technologies and circumvent security controls●

Integrate Nmap, NeXpose, and Nessus with Metasploit to automate discovery●

Use the Meterpreter shell to launch further attacks from inside the network●

Harness standalone Metasploit utilities, third-party tools, and plug-ins●

Learn how to write your own Meterpreter post exploitation modules and scripts●

You'll even touch on exploit discovery for zero-day research, write a fuzzer, port existing exploits into the
Framework, and learn how to cover your tracks. Whether your goal is to secure your own networks or to put
someone else's to the test, Metasploit: The Penetration Tester's Guide will take you there and beyond.
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From reader reviews:

Willie Clark:

Here thing why this particular Metasploit: The Penetration Tester's Guide are different and reliable to be
yours. First of all looking at a book is good however it depends in the content of it which is the content is as
yummy as food or not. Metasploit: The Penetration Tester's Guide giving you information deeper and in
different ways, you can find any guide out there but there is no guide that similar with Metasploit: The
Penetration Tester's Guide. It gives you thrill looking at journey, its open up your own personal eyes about
the thing this happened in the world which is might be can be happened around you. You can bring
everywhere like in playground, café, or even in your method home by train. In case you are having
difficulties in bringing the printed book maybe the form of Metasploit: The Penetration Tester's Guide in e-
book can be your alternate.

Johnny Allen:

Information is provisions for folks to get better life, information currently can get by anyone with
everywhere. The information can be a information or any news even a problem. What people must be
consider when those information which is within the former life are challenging to be find than now could be
taking seriously which one would work to believe or which one the particular resource are convinced. If you
obtain the unstable resource then you get it as your main information you will have huge disadvantage for
you. All those possibilities will not happen in you if you take Metasploit: The Penetration Tester's Guide as
the daily resource information.

Robert Nichols:

Reading a publication can be one of a lot of exercise that everyone in the world enjoys. Do you like reading
book so. There are a lot of reasons why people fantastic. First reading a book will give you a lot of new
details. When you read a reserve you will get new information mainly because book is one of numerous
ways to share the information or perhaps their idea. Second, studying a book will make anyone more
imaginative. When you examining a book especially fictional works book the author will bring you to
definitely imagine the story how the people do it anything. Third, you may share your knowledge to some
others. When you read this Metasploit: The Penetration Tester's Guide, you are able to tells your family,
friends in addition to soon about yours guide. Your knowledge can inspire the mediocre, make them reading
a reserve.

Laurie Cales:

The guide untitled Metasploit: The Penetration Tester's Guide is the e-book that recommended to you to
study. You can see the quality of the reserve content that will be shown to you. The language that writer use
to explained their way of doing something is easily to understand. The article writer was did a lot of study
when write the book, so the information that they share to you personally is absolutely accurate. You also



could possibly get the e-book of Metasploit: The Penetration Tester's Guide from the publisher to make you
far more enjoy free time.
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