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A comprehensive, all-in-one reference for Cisco network security
 
Yusuf Bhaiji, CCIE No. 9305
 
Network Security Technologies and Solutions is a comprehensive reference to the most cutting-edge security
products and methodologies available to networking professionals today. This book helps you understand
and implement current, state-of-the-art network security technologies to ensure secure communications
throughout the network infrastructure.
 
With an easy-to-follow approach, this book serves as a central repository of security knowledge to help you
implement end-to-end security solutions and provides a single source of knowledge covering the entire range
of the Cisco network security portfolio.  The book is divided into five parts mapping to Cisco security
technologies and solutions: perimeter security, identity security and access management, data privacy,
security monitoring, and security management. Together, all these elements enable dynamic links between
customer security policy, user or host identity, and network infrastructures.
 
With this definitive reference, you can gain a greater understanding of the solutions available and learn how
to build integrated, secure networks in today’s modern, heterogeneous networking environment. This book is
an excellent resource for those seeking a comprehensive reference on mature and emerging security tactics
and is also a great study guide for the CCIE Security exam.
 
“Yusuf’s extensive experience as a mentor and advisor in the security technology field has honed his ability
to translate highly technical information into a straight-forward, easy-to-understand format. If you’re looking
for a truly comprehensive guide to network security, this is the one! ”
–Steve Gordon, Vice President, Technical Services, Cisco
 
Yusuf Bhaiji, CCIE No. 9305 (R&S and Security), has been with Cisco for seven years and is currently the
program manager for Cisco CCIE Security certification. He is also the CCIE Proctor in the Cisco Dubai Lab.
Prior to this, he was technical lead for the Sydney TAC Security and VPN team at Cisco.
 

Filter traffic with access lists and implement security features on switches●

Configure Cisco IOS router firewall features and deploy ASA and PIX Firewall appliances●

Understand attack vectors and apply Layer 2 and Layer 3 mitigation techniques●

Secure management access with AAA●

Secure access control using multifactor authentication technology●

Implement identity-based network access control●

Apply the latest wireless LAN security solutions●

Enforce security policy compliance with Cisco NAC●



Learn the basics of cryptography and implement IPsec VPNs, DMVPN, GET VPN, SSL VPN, and MPLS●

VPN technologies
Monitor network activity and security incident response with network and host intrusion prevention,●

anomaly detection, and security monitoring and correlation
Deploy security management solutions such as Cisco Security Manager, SDM, ADSM, PDM, and IDM●

Learn about regulatory compliance issues such as GLBA, HIPPA, and SOX●

 
This book is part of the Cisco CCIE Professional Development Series from Cisco Press, which offers expert-
level instruction on network design, deployment, and support methodologies to help networking
professionals manage complex networks and prepare for CCIE exams.
 
Category: Network Security
Covers: CCIE Security Exam
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From reader reviews:

Mary West:

Book is usually written, printed, or descriptive for everything. You can recognize everything you want by a
e-book. Book has a different type. As it is known to us that book is important matter to bring us around the
world. Alongside that you can your reading skill was fluently. A reserve Network Security Technologies and
Solutions (CCIE Professional Development Series) will make you to be smarter. You can feel much more
confidence if you can know about every little thing. But some of you think that open or reading a new book
make you bored. It isn't make you fun. Why they may be thought like that? Have you trying to find best book
or ideal book with you?

Sandra Hughes:

This book untitled Network Security Technologies and Solutions (CCIE Professional Development Series) to
be one of several books in which best seller in this year, this is because when you read this publication you
can get a lot of benefit onto it. You will easily to buy this kind of book in the book shop or you can order it
via online. The publisher with this book sells the e-book too. It makes you easier to read this book, because
you can read this book in your Mobile phone. So there is no reason to your account to past this guide from
your list.

Diane Lomas:

The e-book with title Network Security Technologies and Solutions (CCIE Professional Development
Series) contains a lot of information that you can discover it. You can get a lot of profit after read this book.
This particular book exist new knowledge the information that exist in this reserve represented the condition
of the world at this point. That is important to yo7u to find out how the improvement of the world. This book
will bring you within new era of the glowbal growth. You can read the e-book on your own smart phone, so
you can read it anywhere you want.

Judith Bryant:

What is your hobby? Have you heard that question when you got pupils? We believe that that question was
given by teacher to their students. Many kinds of hobby, Every person has different hobby. Therefore you
know that little person just like reading or as reading become their hobby. You need to know that reading is
very important and also book as to be the issue. Book is important thing to include you knowledge, except
your current teacher or lecturer. You will find good news or update concerning something by book. A
substantial number of sorts of books that can you decide to try be your object. One of them is this Network
Security Technologies and Solutions (CCIE Professional Development Series).
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